A spoofing attack is a critical issue in wireless communication in which a malicious transmitter outside a system attempts to be genuine. As a countermeasure against this, we propose a device-authentication method based on position identification using radio-propagation characteristics (RPCs). Not depending on information processing such as encryption technology, this method can be applied to sensing devices etc. which commonly have many resource restrictions. We call the space from which attacks achieve success as the "attack space." In order to confine the attack space inside of the target system to prevent spoofing attacks from the outside, formulation of the relationship between combinations of transceivers and the attack space is necessary. In this research, we consider two RPCs, the received signal strength ratio (RSSR) and the time difference of arrival (TDoA), and construct the attack-space model which uses these RPCs simultaneously. We take a tire pressure monitoring system (TPMS) as a case study of this method and execute a security evaluation based on radio-wave-propagation simulation. The simulation results assuming multiple noise environments all indicate that it is possible to eliminate the attack possibility from a distant location.
Introduction
Wireless sensing devices have been becoming more popular because these improve design flexibility by means of eliminating wiring cost [1] , [2] . Since there is no physical constraint in transmitting and receiving the radio wave, however, system designers face a critical security issue called a spoofing attack [3] . A spoofing attack is a threat in which an attacker causes the system to behave erroneously by pretending to be genuine and by transmitting fake signals remotely. It has the potential to become the first step for achieving the other attacks, including sniffing, man-in-the-middle and energy exhausting [4] , [5] .
To prevent spoofing attacks, authentication methods based on common or public key encryption are applied [6] , [7] . However, these methods have problems such as a risk of key information leakage and an enormous calculation cost for encrypting and decrypting data [8] , [9] .
Since the devices used in the embedded systems or sensor networks generally need to operate inoue@ait.kyushu-u.ac.jp in a constrained resource environment, a device-authentication method in which key-information management is not needed is required.
To solve the aforementioned problems, we propose a spoofing-attack detection and prevention method on radio-wave communications. For systems in which the range of wireless communication is fixed and closed like in cars, it is entirely reasonable to assume that there is no trial of spoofing attacks from inside. Therefore, a receiver (RX) should reject signals transmitted from outside the system. Our purpose is to define a spatial boundary, inside of which is called an attack space where spoofing attacks achieve success, to make the RX has the ability for boundary checking. If the signal comes from inside the attack space, the RX regards it as an authorized communication. Otherwise, the RX rejects the signal as a spoofing attack. If we can confine the attack space to within the system, remote spoofing attacks can be completely prevented.
The questions that need to be addressed are: how can the attack space be defined?, and how can designers confine the attack space to within the system? For the first question, we exploit the radio-propagation characteristics (RPCs), e.g., the received signal strength. Since RPCs depend only on physical phenomena, i.e., the operation environment in the system, it is impossible to tamper with them remotely. To answer the second question, we construct the attack-space model using two RPCs for determining the positions of the TX and RX because the size and shape of the attack space depend on this positional relationship. Based on the analysis of the model, system designers can position the TX and RX appropriately for confining the attack space inside the system. The contributions of this paper are as follows *1 .
• In Section 3, we construct the attack-space models based on the received signal strength ratio (RSSR) and the time difference of arrival (TDoA) as the RPCs to define the space boundary. Moreover, we also propose a combination model of RSSR and TDoA to compensate for the disadvantages of the two models and efficiently confine the attack space to the system.
• In Section 4, we introduce the probability distribution which indicates the noise occurring on the RSSR value of attacking signals in order to make it possible to evaluate the system security. Comparing the probabilistically-generated value and the theoretical value, we qualitatively study the impact of the noise of attacking signals on the proposed method.
• In Section 5, we quantitatively evaluate the security of the combined model by using the radio-propagation simulation. We set the multiple simulation environments and attack scenarios taking TPMS as a case study of our method. The results show that it is impossible for the attackers far away from the genuine TX to complete an attack. Furthermore, we show that the proposed method potentially extends the TX lifetime by about 1.5 times through the cost evaluation while comparing with a lightweight MAC-based authentication method.
Background

Threat Model and Target Systems
The systems which our proposal can be applied to satisfy the following conditions: 1) make use of wireless communication, and 2) a legitimate physical communication range can be determined at the system design stage. We focus on the spoofing attacks from the outside of the communication range determined in 2) that attempt to cause the system to behave erroneously. In this paper, we assume that the inside of a system is safe, i.e., the threats come only from outside the system. We believe this assumption is reasonable because mounting a malicious TX inside the system is impractical.
The greatest feature of our method is that it does not depend on information processing such as key management and encryption processing at all. Therefore, for example, the implementation of the devices which have the requirement of low power operation or miniaturization is particularly effective. The following three are the specific examples of the systems and its spoofing problems.
Embedded Systems
Various sensors and actuators are mounted in embedded systems such as vehicles, appliances, and autonomous robots. Some of them cannot be connected to the control unit via wire, and in that case, the wireless communication will be employed. Direct TPMS in which a TX is attached to the *1 We have introduced the fundamental concept of the attack space at the 15th IEEE International Conference on Dependable, Autonomic and Secure Computing 2017 [10] . In [10] , the verification assuming a specific application is not done. Moreover, the statistical methods are not applied to the modeling and evaluation and many challenging remains to be realized. In this paper, we introduce a simulation environment in which the impact of noise on observed values is represented by the probability distribution, and present a case study of a TPMS as an example.
corresponding tire is a typical example. For TPMS, the range of legitimate communication is inside the car body. Since most products do not support battery replacement and it is necessary to replace the device or the whole tire when the battery runs out, low-power operation is highly required for the TX. In fact, Rouf et al. and Xu et al. each explored commercially available TPMSs and both revealed that no authentication is executed in the RX connected to the control unit on the car body [11] , [12] . In this paper, we employ a TPMS as a case study and validate the proposed method.
Smart Home Devices
Smart home whereby users monitor and manage their house using Internet-connected devices is a typical example of the IoT systems. Devices that construct the system are appliances, lights, remote controllers, locks, and plugs etc. Many of them are connected to smart home gateways, such as Amazon Echo and Google Home, via radio channels and are operated. The legitimate communication range of smart home systems is inside the home. Ling et al. explored a commercially available smart plug that can be monitored and operated from the application on the smartphone [13] .
As a result, they reported that the system does not have the authentication function of the plug and the spoofing actually succeeds. Li et al. prepared a second channel of infrared, ultrasound and modulated visible light in addition to the radio wave channel, and proposed a challenge-response authentication mechanism using these hybrids [14] . Since each second channel wave is blocked by a wall, only the devices inside the home can be authenticated. The meaning is different, however, its basic concept is the same to our proposal.
Implantable medical devices (IMDs)
IMDs responsible for monitoring the physical condition and maintaining the health of the user continue to progress and spread. These devices need to be wirelessly connected to devices outside the body, and some of them can be operated by the owner using a remote controller. The communication range needs to be confined to its close proximity and inside the trusted medical facility. In addition, since the replacement of the battery or the device itself induces a heavy physical burden, risks, and costs to the patient, the requirement for saving power consumption is more severe than in the above two systems. Burleson et al. reported that it is possible to spoof transmission packets of the glucose sensor used in combination with an insulin pump and manipulate the dosage of insulin from a distant location [15] . The paper by Rasmussen et al. introduced in [15] proposed an authentication method which utilizes ultrasonic wave to decide the distance boundary of communications [16] . This suggests the applicability of our method in the field of IMDs.
Related Work
To detect spoofing attacks, it is necessary to carry out device authentication of the transmission source from the received signals. A general method for device authentication is to carry out encryption processing, such as a message authentication code (MAC), for each round of communication [6] . Since key information is necessary for MAC calculation, a device without key information cannot create the correct code. As a result, the RX can accurately determine the authenticity of the signal.
In the context of wireless sensing devices, due to constraints arising from the lack of battery power, and real-time requirements, the overhead of encryption in some cases may be prohibitive [9] . Furthermore, in a system where a large number of nodes cooperatively operate such as the wireless sensor networks (WSNs), preparing the common keys for each of communication party makes secure key management even more difficult. To solve these problems, the methods for lightweight key generation and key management for IoT devices such as WSNs are studied [5] , [17] .
However, once the attacker obtains the key information, the RX can no longer execute normal device authentication, and secure communication is not guaranteed. For example, in 2014, an attacker obtained a large amount of information including secret keys due to a bug in the encryption software called Heartbeat, which is an extension function of OpenSSL [8] . In this way, the leakage of key information is a real problem. Although the information-theoretically secure one-time key generation schemes based on natural phenomena have been proposed in the literature [18] , [19] , the applicability remains challenging because the additional resources such as dedicated antennas are required.
Recently, research on device authentication on the physical layer in wireless communication has been actively conducted. The basic philosophy of these methods is to eliminate the need for the encryption processing and secret information management by using physical information for the authentication as a substitute for the key information. There are two approaches, one is using individual differences of devices caused by manufacturing variation [20] , [21] , and the other is based on the RPCs [4] , [9] , [22] , [23] , [24] , [25] , [26] , which includes our proposal. The difference between our proposal and [4] , [9] , [22] , [23] , [24] is whether the target space is modelable and controllable. In particular, [23] , [24] are not suitable for space definition because they use the spatial randomness of the frequency response. [25] , [26] are related studies that attempt to define the space for secure wireless communication by using the received signal strength (RSS) and the RSSR. [25] simply uses RSS as the target RPCs, on the other hand, it requires the complicated calculation in association with a rich estimation algorithm such as the comparison with the previous state. Our approach does not memorize a state etc. and performs the localization only with a target signal. [26] covers only the case in which a genuine RX and multiple fake TXs are aligned on a straight line, whereas our attack-space models are much more general due to three-dimensional analysis.
Physical layer authentication using RPCs is basically based on the mapping technique from the observed RPCs to the device location. In estimates the distances or angles to the target device through the RSS, time of arrival (ToA), angle of arrival (AoA), etc., and combines a plurality of them to specify the position of the target device [27] , [28] , [29] , [30] , [31] . Since monitoring RPCs can be fundamentally achieved without adding any dedicated hardware or signals, a power-hungry cost-inefficient computing environment is also not needed.
Although our method stands on the localization technique on wireless communications, when we consider methods to prevent spoofing attacks in embedded systems, there are fundamental differences from conventional localization techniques. First, the interest is in detecting whether the source of received signals comes from inside a system, so it is not necessary to estimate the precise position of the TX, e.g., using the graph theory or Bayesian model estimation [32] , [33] , [34] . Second, we attempt to define and control the physical space (attack space) where the RX trusts received signals by exploiting the RPCs to detect spoofing attacks. To achieve this purpose, we introduce geometric models of the attack space. Traditional localization studies are aimed at improving the estimation accuracy, whereas our final goal is to theoretically clarify the possibility of spoofing attacks and prevent them at the system-design stage.
Radio Propagation Characteristics based
Spoofing-attack Prevention Fig. 1 depicts the concept of our proposed method. Although we refer to the RSS as an example of an RPC in this section, it can be applied to other RPCs such as ToA. We consider a vehicular system including the TPMS as an example. The physical distance between the genuine TX and RX is decided at the design stage. That is, if the transmission power is constant, the received power is also always constant. A straightforward approach to prevent spoofing attacks using this property is to cancel received signals that have inappropriate RSS values, e.g., a fake signal transmitted from outside the system tends to be with too weak an RSS as compared to a genuine one. However, such a simple implementation has a critical vulnerability. If the attacker can estimate the physical distance between the fake TX and RX, amplifying the transmission power appropriately enables spoofing attacks.
Overview
It is possible to solve this issue by using two RX antennas and exploiting the RSSR for spoofing-attack detection because the RSSR does not depend on the transmission power. In this case, the space where TX has the possibility to provide an appropriate RSSR is defined as the attack space. The shape of the attack space also depends on the positional relationship of TX and RX antennas similar to the RSSR itself. The location of the TX is inevitably decided based on the application and sensing target (the wheel in the TPMS case), system designers can control the attack space by carefully placing RX antennas. If the designers can confine the attack space to inside the system (vehicle body in our example), it is possible to prevent spoofing attacks, as illustrated in Fig. 1(a) . Otherwise, the system is exposed to the threat, as shown in Fig. 1 
(b).
While we focus on the RSSR and TDoA as RPCs in this paper, in the actual environment, the observed RPCs values fluctuate due to the noise occurring in the propagation process of radio waves and the hardware manufacturing variation. Thus, we have to consider the following two types of noise separately as shown in Fig. 2 .
Noise on the genuine signals
The probability density function (PDF) drawn by the red line in Fig. 2 indicates the fluctuation of the RPCs value of the genuine signals. Considering this fluctuation, the actual authentication is executed based on a determination as to whether the observed RPCs value falls within a certain range, called the authentication window. it becomes possible to obtain the theoretical RPCs value of the genuine signals by constructing the attack-space models. Moreover, since system designers can probe the genuine communication channel in detail, we can assume that the probability distribution of RPCs values are given. In the case of TPMS, the impact of the presence of chassis and tire wheels etc. on RPCs can be modeled in advance. We do not mention its detail in this paper, but please refer to [35] , [36] etc. That is, the designers can appropriately decide the authentication window to meet required authentication-success rate.
Noise on attacking signals
Like the genuine signals, the theoretical RPCs value of signals from an attacker can be obtained through the attack-space modeling. However, since the communication environment of attackers cannot be probed in advance, the designers cannot obtain the probability distribution such as the purple line in Fig. 2 . In the case of TPMS, the impact of the environment outside the vehicle on the attacking signals from the roadside is unknown. That is, we have to assume a specific distribution in order to estimate the attack-success rate filled in purple in Fig. 2 . From the above, to discuss the validity of the proposed method, the following steps need to be carried out: 1) establish the deriving method of the theoretical RPCs values, i.e., the attack-space model, 2) analyze the attack space based on the authentication window determined by a channel probing, and 3) evaluate the security of the system assuming the probability distribution which derives the fluctuation of attacking signals. The purpose of this section, which corresponds to 1) and 2) above, is to construct attack-space models to allow system designers to decide the position of RX antennas and control the attack space. The discussion about 3) is given in Section 4 and Section 5.
RSSR-based Attack-space Model
Hereafter, we assume that one TX and two RX antennas are mounted in the system, and refer to the RX antenna close to the TX as RA1 and the other one as RA2. The attenuation of radio waves in free space, in which radio waves propagate spherically without noise, is generally expressed by the Friis transmission equation, as shown in Equation (1).
where P r n is the received power at RAn, P t is the transmitted power, G t /G r n is the gain of TX/RAn, λ is the wavelength, and D tr n is the distance between the TX and RAn. In addition, θ tn and ϕ tn indicate the elevation angle and azimuth angle from the TX towards RAn, and θ r n and ϕ r n indicate the elevation angle and azimuth angle from RAn toward the TX, respectively. The RSSR of RA1 and RA2 is given by Equation (2) .
A set of points where the value of Equation (2) matches the genuine value is defined as the attack space and is shown in Fig. 1 . TXs existing in this space are authenticated as genuine. Substituting Equation (1) for P r1 and P r2 in Equation (2) yields Equation (3) .
That is, the RSSR is determined by the antenna gain of TX/RX and the distance between them. The gain of the antenna is an index showing how many times the radiation-power intensity of the target antenna is that of the reference antenna, and is expressed by the product of the square of the directivity function Dir(θ, ϕ) and the constant k as shown in Equation (4) .
Note that the directivity is a strength characteristic that depends on the antenna type and the direction of propagation of radio waves. Substituting Equation (4) into Equation (3), RSSR can be represented as
(a) Correspondence between coordinate systems.
(b) Directivity of half-wave dipole antenna. Because we assume that the configuration of the genuine TX and RA1/RA2 is decided and fixed at the design stage of the system, the right-hand side of Equation (5) can be regarded as constants. Thus, the RSSR value of genuine signals is also constant. On the other hand when we consider attacking signals, In addition to the change of θ r n , ϕ r n , and D tr n along with the change of TX's position, the value of Dir tn (θ tn , ϕ tn ) depends on the installation angle and antenna type of TX. The shape of the attack space consequently changes.
In this paper, we assume that the genuine TX, RA1/RA2 and the attacking TX are all half-wave dipole antennas, which are commonly used as a standard antennas. The directivity function of a half-wave dipole antenna is given in Equation (6) .
The correspondence between the rectangular coordinate system and the spherical coordinate system in this situation is shown in Fig. 3(a) . Moreover, the directivity when the antenna is arranged parallel to the z-axis on the rectangular coordinate system is shown in Fig. 3(b) . Equation (6) and Fig. 3(b) indicate that a half-wave dipole antenna radiates radio waves equally in all directions on the ϕ plane but not on the θ plane. As mention above, the value of Dir t (θ tn , ϕ tn ) changes by changing the directivity function or the arguments representing the installation angle. In this paper, we apply multiple values to Dir t (θ tn , ϕ tn ) by applying multiple installation angles while the antenna type of attacking TX is fixed to a half-wave dipole antenna. Since Dir d is a function of only the elevation angle, it is only necessary to derive Θ that is the elevation angle after antenna rotation.
The transformation from the spherical coordinate system to the rectangular coordinate system is given by Equation (7).
The transformation from (x, y, z) to (X, Y, Z), which rotate α [rad] in the θ direction and β [rad] in the ϕ direction, is given by the following rotation matrix. Equations (7) and (8) yield Equation (9) .
Therefore, the elevation angle Θ after these rotations is given by Equation (10) .
We denote Θ(θ t1 , ϕ t1 ) as Θ t1 , Θ(θ t2 , ϕ t2 ) as Θ t2 . Substituting Dir d in Dir t and Dir r n in Equation (5) yields Equation (11) .
By applying Equations (6) to Equation (11) , the model formula of the attack space is constructed.
By deriving Equation (12) above, the step 1) in Section 3.1 is achieved. Subsequently, we perform the analysis of the attack space, which means to complete the step 2) in Section 3.1. Fig. 4 and Fig. 5 show the attack space for different α and β where the genuine TX and RA1/RA2 are installed at (0, 0, 0), (1, 0, 0), (5, 0, 0) respectively, and the authentication window is 12.0 to 37.0. This range is set considering the rotational motion of the TXs along the diameter of the tire, as we describe in Fig. 12 , Section 5.1 in detail. We use this window also in the following discussion for simplicity. The filled areas in Fig. 4(a)/Fig. 5(a) and the black areas in Fig. 4(b)/Fig. 5(b) illustrate the attack space. Fig. 4(a) and Fig. 5(a) are planes of y = 0 in (b) of each figure. Note that the genuine TX and RA1/RA2 plotted in the sectional view (a) are not plotted in the three-dimensional view (b). These results show the two critical problems. First, the shape of the attack space greatly changes by adjusting the directivity of the attacking TX. In this way and in the case in which the possibility of attacks is caused by a variation in the attacking TX, it is not possible to define the attack space. Second, the attack space cannot be limited to a finite space uniquely. When there is a possibility of an attack from an infinite distance, the attacking TX can enter the attack space no matter where the system designer places the communication devices. If the above problems cannot be solved, we cannot prevent spoofing attacks.
TDoA-based Attack-space Model
There is a method of estimating the distance between the TX/RX using the transmission-time information added to the signal. With this method, the RX calculates the difference between the arrival time of the signal and the transmission time of the signal. With regard to spoofing attacks, the attacking TX can tamper with transmission-time information, and the RX cannot make a true/false judgment of the received transmission-time information. Therefore, it is impossible to estimate the correct distance for false signals and we cannot take this approach.
It is possible to estimate the position of the TX without the information of transmission time by using the difference in signal arrival time at two RX antennas, that is TDoA. In this paper, we assume that signals always propagate at the speed of light c. Based on this assumption, the TDoA of RA1 and RA2 is given by Equation (13) .
That is, the TDoA is determined only by the distance between TX and RA1/RA2. As in the case of RSSR, a set of points where the value of Equation (13) falls within the authentication window is defined as the attack space. Fig. 6 shows the attack space with the same arrangement of TX and RA1/RA2 as Fig. 4 , and the authentication window is as TDoA is approximately 256 [MHz] , which is the required sampling-frequency to obtain the attack space of Fig. 6 . Unlike the RSSR model, it is not necessary to consider anything else other than the position information of the attacking TX in the TDoA-based model since the propagation speed of the signal does not depend on the antenna's directivity. Therefore, there is no possibility of attack caused by adjustment of the attacking TX, similar to what is shown in Fig. 4 and Fig. 5 . Furthermore, we do not have to consider the fluctuation of TDoA value because the change in the propagation speed of radio waves due to the noise is negligibly small compared with the above-mentioned time resolution 4[ns]. However, the possibility of attack from an infinite distance still exists. From the above, like the RSSR, even with TDoA, spoofing attacks cannot be prevented in the model using two RX antennas.
Attack-space Model Combining RSSR and TDoA
The condition to prevent spoofing attacks that we clarify by constructing the RSSR-and TDoA-based attack-space models is that the attack space can be limited to a finite space regardless of the directivity of the attacking TX. In addition, we confirm that neither model is potent enough to satisfy this condition just by itself. However, as explained in Section 3.3, the TDoA-based model can restrict the direction of the attack space. In contrast, we can exploit RSSR to confine the attack space in terms of distance. In this way, it is possible to construct a model satisfying the above condition by using the two models complementarily, i.e., measuring both RSSR and TDoA for each signal. Fig. 7 draws the boundary of the RSSR attack-space for multiple installation angles of the attacking TX by dotted lines and the boundary of the TDoA attack-space by solid lines. Moreover, the filled areas show the intersection of the RSSR and TDoA attack spaces, that is, the set of points in which we can satisfy both of the authentication conditions. We define it as the attack space of the combination model. In all figures in Fig. 7 , since the attack spaces are confined to a finite space, we can confirm that the combined model has the availability for these installation angles of the attacking TX. Note that we discuss the comprehensive verification for arbitrary installation angles in Section 5.
Consideration of Noise
Multipath Fading
In this paper, we regard multipath fading, which is the noise occurring in the propagation process of radio waves, as the main cause of observation error on the RSSR of attacking signals.
Fig. 7
Attack space of combination model.
In this section, as the preparation for achieving the step 3) in Section 3.1, we introduce its probability distribution and give the qualitative study to the impact of the noise of attacking signals on the proposed authentication method. Note that the noise model to be described below represents the impact of the environment outside the system on attacker signals, and does not represent the impact of components inside the system. The reason why we do not consider the impact of the components inside the system on RPCs is that we assume it can be modeled or estimated at the design stage of the system and will not affect the accuracy of the authentication. The signal radiated into space arrives at the RX antenna as not only the direct wave but also scattered waves due to reflection, diffraction, etc., and the wave obtained by combining these waves is the received signal. The fluctuation of the RSS caused by the phase relationship of signals propagating on different paths is called multipath fading. When we represent the RSS in a multipath fading environment via probability distributions, there are several variations depending on the communication environment. Yao et al. conducted the experiments regarding Vehicular Ad Hoc Networks (VANETs) using real vehicles with antennas for transmitting and receiving on the roof [37] . As a result of observing and analyzing its RSS value, they reported that for communication within 100 [m], the noise can be represented by a normal distribution in all three environments, campus, rural area, and urban area. This suggests that in most cases, the modeling of the fluctuation of the RSS on road environments can be achieved via a simple probability distribution, not complicated propagation models. In this paper, we apply the Rice distribution Rician(v, σ) to the model, which is suitable to represent multipath fading where there is a direct wave in the line-of-sight (LOS) [38] . The PDF of Rician(v, σ) is given by Equation (14) .
Where x is the received amplitude, I 0 is the modified Bessel function of the first kind with order zero. Parameter v is the amplitude of the direct wave through LOS, and σ 2 is the received power of the scattered wave.
To derive the value of σ on each point, we introduce the Rice coefficient K which represents the S/N ratio of the received signal. Letting v ′ be the received amplitude without consideration of the directional gain, the relationship between σ and K is given by Equation (15) .
In this work we assume that K value monotonously decreases as the communication distance increases, and converges to a certain constant value. Based on this assumpsion, we project the K value at each point by the function of D tr , the distance between TX and RX antenna, shown in Equation (16) .
The positive constants C 1 and C 2 indicate the sensitivity of the function and the minium value respectively. First, we find v ′ substituting P, the received power obtained from the Friis transmission formula with G t = G r n = 1, into Equation (17) .
Calculating K from Equation (16) and substituting v ′ and K into Equation (15), we derive the unique value of σ for each point. Fig. 8 shows the PDF of Rician(v, σ). In both Fig. 8(a) and Fig. 8(b) , the transmission power is set so that v ′ = 0.01 when D tr = 1 and v is equal to v ′ . Hereafter, the unit of D tr in Equation (16) is unified to [m] . Fig. 8(a) shows the distributions with (C 1 , C 2 ) = (50, 20) while Fig. 8(b) shows the distributions with (C 1 , C 2 ) = (50, 4). We can find the following insights through these figures. 1) As the value of v increases with decreasing D tr , the standard deviation increases but the coefficient of variation decreases. That is, the level of relative variation of RSS to the expected value v decreases as the TX approaches the RX antenna.
2) When the value of C 2 decreases, for example from Fig. 8(a) to Fig. 8(b) , the standard deviation increases in the same point, above all, the change in a distant location is remarkable.
Derivation of RSSR in a Noisy Environment
We consider the situation where RA1/RA2 are installed 1.2 [m] away from each other, and signals are transmitted from the TX on the same straight line, which means D tr2 − D tr1 = 1.2 [m] is always established. As in Fig. 8(b), (C 1 , C 2 ) = (50, 4) , v = v ′ and the transmission power is set so that v ′ = 0.01 when D tr = 1. Fig. 9 shows the distance characteristics of the received power at RA1/RA2, P r1 (red) and P r2 (blue), under the above conditions. The dashed lines indicate the values without noise and the circles and crosses indicate the values with noise. Fig. 10 shows the distance characteristics of the RSSR calculated from the received power sequence in Fig. 9 . The dashed line shows the value without noise and the points show the value with noise as in Fig. 9 . For reference, the upper and lower limits of the authentication window are written with dotted red lines. Although the theoretical success/failure boundary of the authentication is about D tr1 = 0.48, we can find both the cases of failure at points closer than it and success at points further than it. Each of these facts means that the genuine TX fails the authentication and the attacking TX outside succeeds the spoofing.
To improve the authentication-success rate of the genuine signals, we have to make the authentication window wider. However, it simultaneously increases the attack-success rate from a distant location and compromises the security of the system. Unfortunately, as long as RSSR is a physical phenomenon which can be modeled using probability distribution, it is hard to completely eliminate the attack possibility from a distant location as shown in Fig. 10 . Therefore, to improve the security of the system, the devices on the authentication procedure side is also important, such as decreasing the required authentication-success rate and increasing the tolerance of attack-success rate.
Evaluation of the Possibility of Attacks
Evaluation Setups
As shown in Fig. 7 , we have verified that the combined model works well for some particular α and β values. However, it is practically necessary to have resistance against attacking TXs with arbitrary directivities after considering the fluctuation of the attacking signals introduced in Section 4. For this reason, in this section, we calculate the attack-success rate at each point supposing these factors and perform the quantitative evaluation on the security of the proposed method. It corresponds to the completion of the step 3) in Section 3.1. Fig. 11 shows the configuration of the assumed vehicle and the simulation space. We employ the type of TPMS in which one RX, connected to or included in the control unit, has four antennas. Such kind of implementation is already commercially available. Two front antennas receive the signals from two front TXs, and the rear side is the same too. We assume RSSR and TDoA are calculated in the central RX based on the observed value on each antenna. The inside of the blue frame is a space where we evaluate the possibility of attacks, and the blue area is simulated. The reason for it is that the symmetry of the positional relationship and directivity of TX/RXs cause the symmetry of the simulation results. Regarding the size of the evaluation space, we set the width of the x-axis (the width of roadside) as the width of the vehicle, and the y-and z-axes width to a value that is equal to the corresponding dimension of the TDoA attack space. Fig. 12 shows the antenna installation of TX and RX. The red and green marks represent the directivity of a half-wave dipole antenna shown in Fig. 3(b) on a plane. We assume TXs, which are packaged with the pressure sensor, are attached to the edge of the wheel and rotate with the rotation of the tires. All RX antennas are installed in the vertical direction while the TX antennas are installed so that its directivity is always maximized in the direction to RA1, i.e., the nearest RX antenna to each. This aims to keep the genuine RSSR as large as possible. In general, as the transmission point becomes farther, the ratio of the distances and the difference of the directions to the two receiving antennas become smaller, and the RSSR also becomes smaller. Therefore, the greater the genuine RSSR, the harder it is to attack from a distant location.
In this paper, we evaluate the two attack-success rates, q ave and q max , at each point through the following equations.
Where α and β are respectively the installation angles in the θ direction and the ϕ direction, which take a value from 0 to π. |a| is not the absolute value of a but the total number of values that a will take. q att ack (x, y, z, α, β)| C 1 ,C 2 is the probability the attacking signal takes a value in the authentication window from a point (x, y, z) with an installation angle (α, β) under an environment where the coefficients of Equation (16) are (C 1 , C 2 ). Equation (18) derives the average rate, q ave , when all installation angles are tried at each point, which assumes the situation that the attacker does not know which (α, β) combination leads to the higher attack-success rate. On the other hand, Equation (19) derives the maximum rate at each point, q max , which assumes the situation that the attacker knows which (α, β) combination leads to the higher attack-success rate. Because it is hard to analytically obtain q att ack using a probability distribution, we implemented the computer simulation tool based on the radio wave-propagation model to numerically calculate it.
The assumed conditions for the simulations are as follows.
• The authentication window is set from 12.0 to 37.0 so that the authentication will succeed no matter where on the circumference the genuine TX is.
• Transmission points are set in the whole of the simulation space at 3 [cm] intervals on each axis.
• Both θ and ϕ directions are divided in steps of π 18 , in other words α and β respectively have 19 options, totaling |α|| β| = 361.
• (C 1 , C 2 ) is set to (50, 20) and (50, 4). Note that these noise parameters, introduced in Section 4, are not determined considering the shape and material etc. of the vehicle system of Fig. 11 . 
Simulation Results
Fig . 13 shows q ave at each point. In all figures, these rates are rounded to integer and indicated with color-coding. That is, the area with the rates of 0. the attack possibility and is not drawn. Each of Fig. 13(a) and Fig. 13(b) draws all the points with q ave greater than 0 [%] when (C 1 , C 2 ) = (50, 20) and (50, 4) respectively. These indicate that the attack possibility from a distant location cannot be excluded completely. However, Fig. 13(c) and Fig. 13(d) simultaneously show that q ave is smaller as going away from the genuine TX. These draw only the points with q ave greater than 1 [%] . Besides, these figures revealed that the convergence of the attack space is gradual as the noise is larger when we change the threshold of q ave to be drawn. This means that the situation with a greater noise is more advantageous to attackers who do not know the effective installation angle (α, β). Fig. 14 shows q max at each point using the same color-coding in Fig. 13 . Each of Fig. 14(a) and Fig. 14(b) draws all the points with q max greater than 0 [%] when (C 1 , C 2 ) = (50, 20) and (50, 4) respectively. These indicate the attack possibility from a distant location same as q ave , but the success rate is higher than q ave . Fig. 14(c) and Fig. 14(d) show that q max decreases as going far away, and this property is also common with q ave . The different property of q max from q ave is that the convergence of the attack space is gradual as the noise is smaller. This means that the situation with less noise is more advantageous to attackers who know the effective installation angle (α, β), contrary to the unknown situation.
Anyway, no matter whether attackers know an effective installation angle or not, it is not desirable for the method that the security level probabilistically fluctuates due to the noise. However, even in the situation shown in Fig. 13 and Fig. 14 , as we mentioned in Section 4.2, we can avoid the attacks from a distant location by devising the authentication procedures and increasing the q ave and q max tolerance. In other words, it makes sure that the system does not fall into a critical state by a single spoofing signal. Actually, according to the article [11] , a legitimate TX needs to transmit eight packets following the first packet reporting the low tire pressure. Since the TPMS investigated in [11] does not have the authentication function, it seems to be an implementation to prevent erroneous reports of measured values. Using these nine signals, we examine an authentication procedure to eliminate the attack-success rate from a distant location. Fig. 15 shows the probability that the signal spoofing will succeed more than 3 out of 9 trials at each point assuming q ave , in other words the attackers who do not know the effective installation angle. Comparing with Fig. 13 , the attack space is reduced to Fig. 15 (a) and x = 0.51 [m] in Fig. 15(b) . That is, regardless of the noise parameters, it is possible to limit the attack space to about 0.5 [m] proximity. Fig. 16 shows the probability that the signal spoofing will succeed more than 7 out of 9 trials at each point assuming q max , in other words the attackers who know the effective installation angle. Comparing with Fig. 14 , the attack space is reduced to x = 0.90 [m] in Fig. 16(a) and Fig. 16(b) . That is, regardless of the noise parameters, it is possible to limit the attack space to a proximity within 1.0 [m]. Fig. 17 shows changes in the spread of the attack space on the x-axis when changing the number of success required by the authentication procedure. The red circles are the results when (C 1 , C 2 ) = (50, 20) and the blue crosses are the results when (C 1 , C 2 ) = (50, 4). The solid lines correspond to q ave and the dashed lines correspond to q max . When we have some estimation of the noise level of the environment in which the system will be used, we can draw the graph as in Fig. 17 . Then, finding a point below the size of the desired attack space, the authentication procedure will be determined.
Since TPMS is enabled only when the vehicle is driven, to achieve spoofing undergoing the above procedure, the attacker has to keep staying the close range of the genuine TX as drawn in Fig. 15 and Fig. 16 . Especially for Fig. 16 , in addition, attackers have to keep the relative installation angle of the TX. We conclude that it is impossible and the proposed method realistically guarantees the security in the TPMS case study.
Cost Evaluation
In the end, we investigate the validity of our proposed method from the viewpoint of cost in TX. Xu at el. implemented a MAC-based authentication on a TPMS and evaluated the overheads of energy consumption and transmission delay [12] . We refer the article and compare the assuming implementation of our method. Since the TX in our proposed method does not perform any information processing for the authentication, the costs before the implementation of the MAC-based authentication in [12] can be regarded as the costs in our method. They adopt Katan32, a lightweight hardware block cipher, for the way of encryption and MAC generation. However, the data cited in this paper is only the part related to MAC generation, not including the cost required for encryption and key generation.
Energy consumption
According to [12] , the transmission of a sensing packet without MAC consumes the energy of 9.826 [mJ] , and the transmission of one with MAC consumes 15.231 [mJ] . This means approximately a 1.5 times increase in energy consumption, in other words, our method can extend the lifetime of TPMS sensors by 1.5 times while keeping its spoofing attack resistance. We should note that about two-thirds of 15.231 [mJ] is dependant on the signal transmission, not the MAC generation. Therefore, increasing the number of signal transmissions from sensors for the authentication procedure may lead to a more energy-exhausted scheme than the MAC-based method. That is, when we use n signal transmissions for one authentication (n > 2), the lifetime of sensors will be 1.5 n times of the MAC-based method.
Transmission delay
According to [12] , the transmission of a sensing packet without MAC takes 23. [11] , which explores TPMS security in detail using an off-the-shelf, the system works well if the TX sends a packet once during the detection window of 240 [ms] . These make us aware that the time required for MAC adaptation is sufficiently smaller than the time constraint of TPMS. Therefore, in this case study, both our method and the one for comparison satisfy the real-time requirements and there is no superiority or inferiority from this point of view.
Conclusions
For improving the security of wireless communication of sensing devices, we proposed a device-authentication method based on RPCs to prevent spoofing attacks and modeled the attack space. The analysis of the RSSR-and TDoA-based attack space led to a consideration of the following possible attack scenarios: 1) the possibility of an attack from an infinite distance in both RSSRand TDoA-based models, and 2) the possibility of an attack caused by the adjustment of the attacking TX in the RSSR-based model. We also proposed the combination model that complementarily ensures security in the aforementioned scenarios and carried out detailed simulations assuming the effect of noise on the RSSR of attacking signals. The results indicate that the increase in noise leads to the ease of attack success from a distance. However, we confirmed that the system designers can avoid this problem by devising on the aspect of the authentication procedure and the proposed method can become an effective countermeasure against spoofing attacks.
Our future work is to show an applying manner to the real system, such as estimating method of the noise parameter of attackers in the real environment and how to design the authentication procedure suitable for the proposed method. In addition, we have to investigate the manufacturing cost for the additional RX antenna installation. If it is cheaper or easier compared to the addition of hardware required for MAC generation, we can further enhance the validity of our proposal.
